ber Safc'h]
lnformaﬁon

The internet provides an opportunity for
children to interact and learn on a global

scale, and can be a wonderful learning tool.
However, the internet also offers strangers

a direct link into your home and your child’s

life. The danger of this cannot be underestimated.
It is imperative, you educate yourself and your family
about the potential risks of the internet, and know what
to do when faced with these challenges.

Some simple strategies can be implemented, including setting rules for usage and regular
supervision to ensure the rules are being obeyed.

1y Have the computer set up in a family area so you can observe what your child
is viewing.
1l Set time limits and identify suitable age-appropriate sites your child can visit.
Write these sites down, so you and your child are clear on which websites they can visit.

sy Encourage your child to use an anonymous online
name which is not gender-specific.

s Ensure your child understands they are not
to share their home address with anyone
over the internet.

»& Be vigilant about your child
using a webcam. Discuss with
them the appropriate use and
ensure supervision.

s Have a family rule that all mobile
phones will be placed in a public
area after a particular time at night;
there is no reason for children
to have phones or technology in
their bedrooms.
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~ | ufs Discourage the use of headphones for
private conversations.

ss Teach your child not to open emails or
messages from unknown sources.

s Be your child’s friend on social media sites,
if you allow your child to use these Apps.

s Encourage your child to talk with you
if they encounter any inappropriate or
disturbing content that makes them
feel unsafe. For example, they view
pornography, horror or extreme violence.

s Have your computer password-protected, with each child set-up as an individual user,
and you as the Administrator. This will allow you to monitor the sites visited and restrict
site accessibility, according to age.

ss Conduct a Google search on your child’s name. This will show you any website links
connected to your child. Often you see what other people are saying about them,
or photos that have been taken of them and uploaded to social media sites.

sy Be aware of the mobile phone Apps your child is using. There are some Apps called
‘Vault Apps’ which allow you to hide information and pictures so no-one can see them.
These Apps can be disguised as a calculator, etc., to avoid raising any suspicion.

s Have an open discussion with your child about Private Pictures and Private Movies
(pornography).

sl Be your child’s search engine. Encourage them to come to you if they have questions
or are curious about something, rather than Googling it.

s Talk to your child about strangers online. Children need to understand that strangers
online may not always be who they claim to be.

s Have your child enter into a Cyber Agreement, such as the sample on the next page.

s Talk to your child about online strangers or tricky people. i L
/

s Discuss with the child about grooming behaviours.
Grooming is when someone befriends a child to gain
their trust to take advantage of a child.

Ensure your child understands the
agreement applies to all internet access!

For further information -
visit www.esafety.gov.au or
www.thinkuknow.org.au
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Cyber Agreement

| will never give out personal or private information. For example, my name, address
(including country or state), age, passwords, banking information, phone number,
game log-in details, the school | attend, sports or recreation clubs | am a member of
or any other personal information that could be used to identify me or help locate me.

| will never give out information that will identify other members of my family, nor give
out information about the type of family | have.

| will always use a nickname that does not reveal my identity, location or gender.
| will never send my picture without checking with my parent/caregiver first.

| will never change my password or change any settings without checking with my
parent/caregiver.

| will always tell my parent/caregiver if | come across Private Pictures, Private Movies or
anything that makes me feel uncomfortable or unsafe, like horror, violence or if someone
shares Private Pictures or asks me for Private Pictures.

| will never talk with sombody online or meet without checking with a parent/caregiver
first. If my parent/caregiver agrees, | will only meet them, with my parent/caregiver,
in a public place, and | understand that this would be a rare occurrence.

| know that my parent/caregiver can check my mobile device at any time to make sure
I'm safe.

| will always gain permission from my parent/caregiver before exploring a new site,
or downloading new games or apps.

| will always speak openly with an adult | trust about any problems | have about the
internet, even if | have broken this agreement, because | know | can talk with someone
about anything.

| understand that this agreement applies whenever | access the internet on any computer
anywhere, including school, internet cafés and friends’ houses, and at any time of the
day or night.

| know everyone makes mistakes, and if | ever make one, | can tell you about it. | can tell
you anything, and nothing | tell you will stop you from loving me.

Name Parent/
Caregiver

Signature Signature

Date Date
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